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「知己知彼，百戰百勝」之漏洞處理



TENABLE: FROM VULNERABILITY TO 
EXPOSURE MANAGEMENT LEADERSHIP



知己知彼，百戰不殆；
不知彼而知己，一勝一負；
不知彼，不知己，每戰必殆

孫子兵法《謀攻篇》

If you know the enemy and know yourself, you need not fear the result of a 

hundred battles.

If you know yourself but not the enemy, for every victory gained you will also 

suffer a defeat. 

If you know neither the enemy nor yourself, you will succumb in every battle.

THE ART OF WAR
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Source: ithome.com.tw



The “Attack Path”

Attacker

CVEs

(WannaCry/ 

Log4J)

«Windows 

running an 

obsolete OS »

«Account having 
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CVE-2016-1525
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running Kerberos 

services »

«Root objects 

permissions allowing 

DCSync attack»

«Domain Controllers 

managed by illegimate
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CVE-2020-1472

Windows DC with 

ZeroLogon
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REASONS OF HACKING



10 Hacker

Target

How do Attackers Attack?



Software bug or weak point in 

What is Vulnerability ?
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• Operating System, 

• Hypervisor, 

• Application, 

• Database, 

• Javascript, 

• etc etc



Exploits are the means through which a vulnerability can be 
leveraged for malicious activity by hackers

What is Exploit?

• pieces of software, 
• sequences of commands
• open-source exploit kits



• Computer program written to use (exploit) a 

Vulnerability

What is Malware & Ransomware?
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14 Hacker

Target

How do Attackers Attack?

Malware

001101

110011

010111
Exploit Code

+ Vulnerability
1. Locate target(eg Shodan.io)

2. Discover its weak point (vulnerability)

3. Use relative weapon to attack target (eg WannaCry)

4. Take control, steal or encrypt data, cause chaos, etc
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KNOW YOURSELF , 
KNOW YOUR ENEMY, 
HOW?



Account management5

Data protection3



VISIBILITY | Know yourself 

Known Asset:

• Vulnerabilities/misconfiguration

• Running Service and installed

application is authorized or not

• Critical/important asset

UnKnown Asset:

• Authorized or Unauthorized

• Vulnerabilities/misconfiguration

• Running Service and installed

application is authorized or not

INTERNET 

ATTACK 

SURFACE

WEB 

APPLICATION

CLOUD 

INFRA
OT INFRA

INFRA

STRUCTURE



PRIORITIZE RESOURCE TO REACT | Know the enemy 

What do the hacker want?

Where is the attack entry point?

What is the threat actor’s 

weapon?

Is the vulnerability exploitable?

-Business/customer information

-System control/ Denial of service

-Every attack surface

- Exploit for vulnerability

- Exploit for misconfiguration

-Allocate resource for higher priority to handle 



WHEN WE GOT THE ASSET INVENTORY, 

VULNERABILITY LIST, 

THEN WHAT’S NEXT ? 
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Which Problem do You Want to Solve?

3 
vulnerabilities

300 
Malware families

30,000,000
Malware executable instances

Solve the Right Problem

Eliminate the Vulnerabilities



CVE 
Common Vulnerabilities and Exposures.  
(CVE-2018-2879)

CVSS
Common Vulnerability Scoring System 
Prioritizing the security of vulnerabilities.

Severity Base Score

None 0

Low 0.1-3.9

Medium 4.0-6.9

High 7.0-8.9

Critical 9.0-10.0

What is CVE and CVSS?



The Number of New Vulnerabilities Continues to Grow

22 Source: Vulnerability Intelligence Report, Tenable Research
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• 18,218 Vulnerabilities in 2020

• Nearly 3X Prior Years’ Average



Ineffective 
Prioritization

Poor 
Communication

Limited 
Visibility

Legacy Tools Can’t Handle The 
Modern Attack Surface

Legacy Vulnerability 
Management Can’t Keep Up
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“CVSS is designed to identify the technical 
severity of a vulnerability. What people seem to 
want to know, instead, is the risk a vulnerability 
or flaw poses to them, or how quickly they 
should respond to a vulnerability.”

TOWARDS IMPROVING CVSS
SOFTWARE ENGINEERING INSTITUTE | CARNEGIE MELLON UNIVERSITY
December 2018

CVSS is Heavily Flawed
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If Everything is CRITICAL, Nothing is …

25 Source: Vulnerability Intelligence Report, Tenable Research

CVSS 7+CVSS <7

56% of all vulns 
are rated High or Critical.

Teams waste the majority of 
their time chasing after the 
wrong issues.



CVSS is a Poor Indicator of Risk

26 Source: Tenable Research
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CVSS Base Score

Exploit Available No Exploit

Only 20% of all vulns have an exploit available

A CVSS 7+ strategy:

• Wastes 76% of the security team’s time

• Leaves 44% of risky vulns in your 
environment



YOU’VE GOT

BUT ALL THEY 
NEED IS 

HAVE A 
HIGH PROBABILITY OF BEING 



Leverages supervised machine learning algorithms to calculate the 
priority of a vulnerability based on the real threat posed.

Key Drivers include

ExploitabilityThreat IntensityThreat Recency Vulnerability Age Threat Sources

VULNERABILITY PRIORITY RATING
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VPR can sometimes tell you things aren’t so bad

VPR



Example of VPR with CVSS score



Example of VPR with CVSS score





•

•

•





1. Traditional IT Assets

3. Attack Surface Mgmt. (ASM)

2. Infrastructure as Code (IaC)
●

●

●

●

●

Unknown security issues as 
part of the Software 
Development Lifecycle 
(SDLC)

Extremely disruptive and 
costly to fix vulns when 
code is deployed

“What internet connected assets are 
out there that we don't know of?”
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Summary

VISIBILITY

• Know yourself

• Inventory list

• Vulnerability list

• Know your enemy 

• What they want?

• What they use?

• Use the right tool: Nessus

• Prioritize with dynamic 

rating
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THANK YOU

https://www.tenable.com/products/nessus/nessus-essentials

Nessus Essentials download URL


